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Ofuth 2.0 =72 IYFRAYF (v1)

| https://legin.microsoftonline.com/cOed(016-a009-4213-8202-082791a8b07a/0auth2 /token n |

OpenlD Connect A77 -7 FF1AVE

| https://login.microsoftonline.com/c0ed0016-a009-4¢13-8a02-08a791a9b07a/v2.0/.well-known/openid-configuration k] |

Microsoft Graph API T4 Yk

| https://graph.microsoft.com ] |

II7L-2ay A97-F FEaidvb

| https://login.microsoftonline.com/c0ed0016-a009-4¢13-8302-08a791a9b07a/federationmetadata/2007 -06/federationmetadataxml ] |

ws-Federation 44 T Ffid ok

| https://legin.microsoftonline.com/c0ed0016-a009-4e13-8202-08a791a%b07a/wsfed ] |

SAML-P $42AY TUFRA Y+

| https://legin.microsoftonline.com/c0ed0016-a009-4¢13-8302-08a791a9b07a/saml2 n |

SAML-P Y4V Ik TUFRA/h

| https://legin.microsoftonline.com/c0ed0016-a009-4e13-8202-082791a%b07a/saml2 k] |
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FRCEALTVS P IEISETERLET. Ty oU- FIUCEBAOMOPIIE [I125-T2/X
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(T) : BRI EIUW I LET,

Microsoft Entra 7 U4 —< 3 UHERSINET.
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3. APINDT T AFFRIDREZITNE T,

(77) FRR U127 TV —2 3> TAPL D70 Rl > [7ORREFREN] 20Uy IUET,

Hi—b > FRIOBE > Arva-LEE

o ZFS1-EE | APL OVIEREFT 4 - )

[=e= | « &

B g

& T4yT 29—-h =
L, I-H—0ERE, PIEATE, 15—, PRICHChASTATEE T,
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]
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' E ST CERE0ARESIET
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= APl DFIEIFA

“Microsoft Graph (1)

@ APLOLE Uset. Read THEEH Sign in and read user profile LR

. rruo-n

e
& meE Bz P AT AEEEHOPICANT LT OEREETER FERTAICE. I29-T24X PIF—2as8ulL 220,

(-1) BE_ DTS [FilE I DM THERLTL\S API] > [Office 365 Exchange Online] Z22Uw 2O ULZEY,

API 70T AFFRIDER X
API ZEBRLET
Microsoft AP1 PRI SESMETEEAILTLS APL  B50 APL
APL BT AT1LTMIAOFIUR. LT oed
|7 Office |
&l Fr—3ax (954F=k) ID
Office 365 Enterprise Insights fdi2341-e7aa-456d-926d-4alca599fbee
I Office 365 Exchange Online 00000002-0000-0ff1-ce00-000000000000 I
Office 365 Information Protection 2f3f02c9-5679-4a5c-a605-0de55b07d135
Office 365 Management APls c5393580-fB05-4401-9528-94b7abef2fc2
Office 365 Mover d62121f3-e023-4972-bab0-794190c0fdIB
Office 365 Search Service G66a88757-258c-4c72-893c- JeBbed4dbE99
Office 365 SharePoint Online 00000003-0000-0ff1-ce00-000000000000
Office Scripts Service 62fd1447-0ef3-4ab?-a956-7dd05232eccl
Office Shredding Service b&7bebd4-ad44f-4alc-af18-af507d 1da? 6o
Office365 Shell S5-Server efbdedaB-b4a3-4eed-b307-5e2456238a77
Office365 Zoom 0d38933a-0bbd-4 1ca-9ebd-28c4b5bach?
OfficeServicesManager 9e4a5442-a509-4faf-b03F-5h9fcaafz4bl
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(D) [7FUsr—23>dEFFa]] > [Calendars.ReadWrite.Alll > 7ot X#FEIDEMN] 0V O UET,

API PIEASFEIOER

¢ TATH AP
. Office 365 Exchange Online
https:/foutiook.office.com

TR LR ERT I AR OES

BEANEPIEANT
F¥r—iazid,

T APLICPOEATRESRD

FHEAFFIZERTS

BT

DA, 1 A HLT. ) I3 F B-EREk
BF-TLTETEhEY.

FATEM

AT REENET

ERSoRESEE

o B POTARR
0 full_access as_app @ i

Use Exchange Web Services with full access to all mailboxes o
~ Calendars (1)
|:| Calendars.Read @ i

Read calendars in all mailboxes o
O Calendars.Read.All (D i

Fead calendars in all mailboxes o
H Calendars.Readwrite.All (@ B

Read and write calendars in all mailboxes

» Contacts
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() TAPIOF7OtLRFE | BE(CT BEEEORBZS5XFT ] 20UV IULFET.

-~ o .
o ATT1-)E#HE | API OFJCREFE < x
| C 1% « ) BFw 24— FIC It R A S
L &2 1 P =3 et = L
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By @ '=En " BI0I2. OB R TANET. POUIHEL 14—, FIITHCAZITALT
E39. ., TR, COPIUNERAN SIS SotEET. M
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D =T
HEAmES—aLyh

HE 17

& APl OFJCAHA
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TR EEHIE
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ERSoREfEE e

Sign in and read user - LR A

Read and write calend---
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FEFTAICE. I

() BROI A TOTHERIBE. [FV] 20Uy UET.

BEREORBOHETSATT.

#HESIDooooox DFATHFAVLHNIIWT, BRENETICAFEIH T 2ASEN SLETR? CORMECED. Co7R)
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() 7OCRFHFRAOMENHRINT D EEE ECUTOXY -2 FRRENET.

5 ATVI-)ERE | APl OTPIEARR] » %

|,’) #% (e ‘ <

m o=
L ==

7497 A5+

2-3-3. SEBAZDIERL & Microsoft Entra 7 U4 —< 3 > ADK IR

AT 20 —)VEEKEE (SEIAENR— A DB ZANE T,

DIz =E RN AR UTZEEBAZE T 7 1)L (.cer R2F.crt) Z#EmULE T,

Microsoft 365 ZHEHIRE R A1 > TTHADZER MESNIZ BAA > DOAREERE D 7 ML ZEmL T IZE 0,
NEREBAE D 7 1)Lz PKCS#12 (.pfx) FRTITORXR—bMULET,

FHEEREEB DREFIRICHAE D TSN,

—MEEVIR T O ZR— hF5iE(E. OpenSSL OV > RZEERIDHETT .

OpenSSL OV RICDWTIE UTFDOYA FTERBNMENTVEIDTEE(CLTIZE,
PFX ADFEAE DI U AR~

[ https://docs.microsoft.com/ja-jp/azure/app-service/configure-ssl-certificate # export-certificate-to-pfx I

Windows PowerShell TRREEBREZE D 7 1 ILS. SRECKHERMEZIHMHBLFET,
(77) Windows PowerShell #1 > X =)L T B,
%0S 1 Windows 10 BAFE®D PC (CIFHNERIREE T > A h—=ILENTWEI DT, FEERETT,
T 52 URL (CHEL). Windows Management Framework Core J\w & —%#45D>O0—RU, A > A M—5—%%
TUFET,

[ https://docs.microsoft.com/ja-jp/powershell/scripting/install/installing-powershell-core-on-windows

?view=powershell-7.1 ]
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https://docs.microsoft.com/ja-jp/azure/app-service/configure-ssl-certificate#export-certificate-to-pfx
https://docs.microsoft.com/ja-jp/powershell/scripting/install/installing-powershell-core-on-windows?view=powershell-7.1
https://docs.microsoft.com/ja-jp/powershell/scripting/install/installing-powershell-core-on-windows?view=powershell-7.1

(1) RF—hrAZ1—&D Windows PowerShell ZEHUET .
[RF—K1 > [IRTOTOTS L] > 7775001 > [Windows PowerShell] > [TWindows PowerShell |
(D) FeEa~x> REIE—U. PowerShell ICEZUYOTR—ANUET,

XIRFOEBDZFEEIEIEL TLIEEN,

cd "VEET A LI DI X"

$cer = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2
$cer.Import("SEBAZE T 7 1)L (.cre E/z(d.crt) s/ (")

$bin = $cer.GetRawCertData()

$baseb64Value = [System.Convert]::ToBase64String($bin)

$bin = $cer.GetCertHash()

$base64Thumbprint = [System.Convert]::ToBase64String($bin)
$keyid = [System.Guid]::NewGuid().ToString()

echo $base64Value > base64Value.txt

echo $base64Thumbprint > base64Thumbprint.txt

echo $keyid > keyid.txt

SHEET A)LFIC 3 DDFTFX T 7))L [baseb4Value.txt]. [base64Thumbprint.txtl. [keyid.txt] H°
HhEnsxEd,
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4. Microsoft Entra 7 U —23>DV I T A NI 7AILDREZITVNET,

(77) e U127 T U —23>0 [RZIJT AN 20UV IUETS,
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m ATI1-NVEH | Y_IIAL <
[ e= | « A - FIutBAn S
L2 LA E B TEET, I OVTIE. LTRSS
£ v 1 {
. § 2z b C685D299-3828-4881-ad41-a2cdedede131”,
3 " null,
L] 4 " tedversion”: null,
B J5vFEETONT i '
- o & " lient": null,
7 " 27azb-2d7z-459d-bc2d-5542bsa1382b",
8 ’ e h
F—Hlwh 3 wurlPathatching”: false,
1@ "createdDateTime": "2824-84-02T95:17:18Z"
N h—sume :
-0 11 iption": null,
& APl OPORANT 1z tification™: null,
13 cresoftstatus™: null,
@ APl DR 14 "1 null,
. | 15
¥ -
Fao-w 16 .
& FEE 17 ervice™: null,
18 "support”: null,
a O-LEEERE 13 H
2@
MW =712k I 9
2z
U=k + bSINZa-T4T 23
24 dentifier”: "MrgsRlt
el B S |
¢ ' ! 235 95433-Ddb4-4503-3C6
_ FLLHA—F USTA 26 metricxsescert”,
27 erify",
23 MIIFUJCCBDQEAWIBAEIIAPCCTYLTT1IAM:
29 I
38 1.
31 “knownclientapplications”: [1,

S Ib3DQEBEQUAMIHENSWCQYDVQQEES

(1) I« 5 —DZED KeyCredentials /G« BROATCESTHRIET .

- R

"keyCredentials": [],

- BERBOKRFESC, HETEN ULTFR ST 7 AILOREERRUT < ZE0,

"keyCredentials": [

{
"customKeyldentifier": "base64Thumbprint.txt DRZE",

"keyId": "keyid.txt DRZE",
"type": "AsymmetricX509Cert",
"usage": "Verify",

"value": "base64Value.txt DARE"

1

(D) BEENT T USREFRI>ZIVUYILET, REFCHNTDIEERLICUTOXY Z—HFRRENET.
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IVERIYE X
Dauth 2.0 BRTYFRAUE v2)
| https://login.microsoftonline.com/c0ed0016-a009-4e13-8202-08a791a9b07a/0auth2/v2.0/authorize ] |
OAuth 2.0 =72 IVFRAYF (v2)
| https://login.microsoftonline.com/c0ed0016-a009-4e13-8a02-08a791a9b07a/0auth2/v2.0/token ] |
Oawth 2.0 ZEIVFHRA YV (v1)
| https://legin.microsoftonline.com/c0ed0016-a009-4e13-8202-082791a%b07a/0auth2/authorize ] |
Ofuth 2.0 =72 IYFRAYF (v1)
| https://legin.microsoftonline.com/cOed(016-a009-4213-8202-082791a8b07a/0auth2 /token n |
OpenlD Connect A77 -7 FF1AVE
| https://login.microsoftonline.com/c0ed0016-a009-4¢13-8a02-08a791a9b07a/v2.0/.well-known/openid-configuration k] |
Microsoft Graph API T4 Yk
| https://graph.microsoft.com ] |
II7L-2ay A97-F FEaidvb
| https://login.microsoftonline.com/c0ed0016-a009-4¢13-8302-08a791a9b07a/federationmetadata/2007 -06/federationmetadataxml ] |
ws-Federation 44 T Ffid ok
| https://legin.microsoftonline.com/c0ed0016-a009-4e13-8202-08a791a%b07a/wsfed ] |
SAML-P $42AY TUFRA Y+
| https://legin.microsoftonline.com/c0ed0016-a009-4¢13-8302-08a791a9b07a/saml2 n |
SAML-P Y4V Ik TUFRA/h
| https://legin.microsoftonline.com/c0ed0016-a009-4e13-8202-082791a%b07a/saml2 k] |
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4. 5NSTWV>1—F1 >0

AT 22— )LANEIRTERR,

AT EEREDHL A BRTIS—HRRSINTUVBIEE, TORBICUEN> THREESHERLLEEV. ITS5—0OR
BHAARATEETERWNES., NI O>HILT o > I R— MR OFTHEVEDELSEE0),
IS5 —XAVE—20EMEBIICDNTIE. [RTD 1 —)LEESTFEERIT O EMEE SNV ] ZBRBRUTLIESEL,.

A2 0 —)EIESSTEEIT O TehEE SN0,

2T a1—)LEEOT LD, IS—OJH RSN TUORULNTHER S0, IS—HRRSNTUVDEE. TORBICL
FER > THREZCHRLLIEESV, IS—OARABSHARATEIETERWVIES, NI :lzb‘)b?4>0‘b“/ \— M ROFTHBEN
EnErEEL,

W 55 TE AT
S 27 ABED £0 [RES1—IVES] O (0]

Microsoft 365 FEFEIERIDT S —OJ EAHI

FERISUEBETIS—MRELFLUL. I—H—ID HEER> TLDEEEEN B DET,
(500:ErrorInternalServerError) The SMTP HBIER. £ BAATS I DERENS AT 1 —)LiEE
address has no mailbox associated with it. MEZBREL TS,

FEMMETIS - EELF UL EEESNTZIBEIRT Microsoft Entra ID ADERE(CHKELL TLY
(400:unauthorized_client) DIRRETT,

AADSTS700016:Application with identifier D547 ~ID AR TUL\BAIREMR S DE T,

XXXXXXXX-XXXX - XXXX -XXXX - XXXXXXXXXXXX Was not
found in the directory

XXXXXXKX = XXKX = XXX -XXKXX - XXXXKXXXXXXXX Trace
ID: XXXXXXXX-XXXX=XXXX~XXXX~XXXXXXXXXXXX
Correlation ID:

XXXXXXKX =XXKX = XXKX =XXKX = XXXXKXXXXXXXK
Timestamp: 2015-01-01 00:00:00Z

REHMETIS - RELF UL, EHREINIZIBH T Microsoft Entra ID ADEREECKEL TW
(401:invalid_client) AADSTS70002: Error DIRETT,
validating credentials. AADSTS50012: Client Microsoft Entra ID (C77w 00— RUJEIERE BRI DAE

assertion contains an invalid signature. Trace ID: | @I 71 ILZIBEL CLBEEEENHDET .
XXXXXXXX = XXXXXXXX - XXXX-XXXXXXXXXXXX
Correlation ID:

XXXXXXXX = XXXXXXXX - XXXX-XXXXXXXXXXXX
Timestamp: 2015-01-01 00:00:00Z
pfX SEBRE D 7 (M ILindrHAH LTS —HIRELUFE U, | SIBED 7 7ILOERMNED. F/z& sSEAE I 71ILD/ (R
J— RHNER> TWBaEEENH D E T,
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Microsoft 365 FEFEERF DT S — 0O B84

REMUETCIS—hREELELUR.
(400:unauthorized_client) AADSTS70002: Error
validating credentials. AADSTS50064: Credential
validation failed. Trace ID:

XXXXXXXX = XXKX = XXXX - XXKX - XXXXKXXXXXKXXK
Correlation ID:

XXXXXXKX = XXXX = XXXX - XXKX - XXXXKXXXXXKXXK
Timestamp: 2015-01-01 00:00:00Z

BRI NITIBEIRT Microsoft Entra ID ADEREE(CKRETL TULY
BIREETT,
WEIHEED TL\BEIEEEN S DE T,

REMUETCIS—HREELFELUR.
(400:invalid_request) AADSTS90002: Tenant'
XXXXXXXXXXXXXXX' nhot found. This may happen if
there are no active subscriptions for the tenant.
Check with your subscription administrator. Trace
ID: XXXXXXXX-XXXX=XXXX~XXXX~XXXXXXXXXXKX
Correlation ID:

XXXXXXKX =XXKX = XXX =XXKX = XXXXKXXKXXXXXXK
Timestamp: 2015-01-01 00:00:00Z

BEEREINTZIBEIR T Microsoft Entra 1D ADEREE(CREIL TLY
DIRRETT,

OAUTH 2.0 b—2> I RRA> bHiEE
HDFET,

2D TULBaJEEEN

FEMMETIS—MRELF UL
(400:invalid_request) AADSTS901002: The
'resource' request parameter is not
supported.Trace ID:

XXXXXXKX = XXXX = XXXX -XXXX - XXXXXXXXXKXXK
Correlation ID:

XXXXXXXX =X XXX = XXX = XX XX = XXX XXX XXX XXX
Timestamp: 2015-01-01 00:00:00Z

EERSINIZIBEIR T Microsoft Entra 1D ADEREE(CREIL TLY
DIRRETT,

OAUTH 2.0 b—27> I > RRA > MCIE. Microsoft Entra
ID @ [OAuth 2.0 b=20> T2 RRA> b (v1)] ZEE
LTLIZE,

FEMMETIS - EELF UL
(401:invalid_client) AADSTS700027: Invalid JWT
token. No certificate thumbprint nor keyId
specified in token header. Trace ID:

XXXXXXKX =XXKX = XXKX =XXKX = XXXXKXXXXXXK
Correlation ID:

XXXXXXXX =X XXX = XXX =XXXX = XXX XXX XXX XXX
Timestamp' 2015-01-01 00:00:00Z

ZEFSNITIBEER T Microsoft Entra ID ADEREE(ICKERL TLY
2IRRETT,
WEINERD TLVBEIEEMEN S D E T,

FREHUETIS—MIEELELUL
(401:invalid_client) AADSTS7000215: Invalid
client secret provided. Ensure the secret being
sent in the request is the client secret value, not
the client secret ID, for a secret added to app
IXXXXXXKX =XXKX=XXKX = XXXX-XXXXXXXXXXXX . Trace
ID: XXXXXXXX=XXXX=XXXK=XXXK=XHXXXXXXXXXKX
Correlation ID:

XXXXKXKX =XXKX = XXX =XXKX = XXXXKXXKXXXXXK
Timestamp: 2015-01-01 00:00:00Z

FEERSNITIBERT Microsoft Entra ID ADEREE(CKEIL TULY
DIREETY,
DSAT =Dy RO TWLWBEIEEENSD D ET,
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Microsoft 365 FEFE#ER DTS —0OJ B44HI

FEMUETIS—MEELFE LU
(401:invalid_client) AADSTS7000222: The
provided client secret keys for app

IXXXXXXXX XXX -XXXX-XXXX-XXXXXXXXXXXX' are
expired. Visit the Azure portal to create new keys
for your app: https://aka.ms/NewClientSecret,
or consider using certificate credentials for added
security: https://aka.ms/certCreds. Trace ID:
XXXXXXXX = XXKX = XXXX - XXKX - XXXXKXXXXXKXXK
Correlation ID:

XXXXKXKX =XXKX = XXX =XXKX = XXXXKXKXXXXK
Timestamp: 2015-01-01 00:00:00Z

BEEREINTZIBEHR T Microsoft Entra 1D ADEREE(CKREIL TLY

DIRRETT,

DSAT7 > =0y hOBMEARATINTNET,
[2-2-3. 547> h2—20Lw bOER] OFIETH LWL

DSAT> ho—0Lw hEERR L. ERRULIZOSA 7>

=Ly hOER [2-4-1. A2 1—)LEEZRTET D

(Graph REST API)] ASBEL T EE0,
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BEET - EXZEET D, FEEEZPHDIGEDIER.

- RXEDFBERNEZ D TVBIBE, EETS—LRDFT,
EHEDRTZ1—)LEEE, EHEDATS 3 2RE.
FlF SRTLRE> BAFE> HEBHRNS EHELQN] (CEBLTLES0,
(BB CSV TO—EEH CHERAETT )

- ZE%, 1 SEIEERBZHEIT T, NI Collabo 360 DX <1 —)LEE (BERTRE).
FEEFES FA MY ITIR—EBHNTLSEE0N,

- ERFER(ICS AT LRE> EREE> R 1 —)EE / BARRIE(CT.
Y—EXRZZETD. Fld XATZa1—)LEEzE NEELRV] (CEBELTSRE,

-BICEE U THDIRT 1 —ILEHIBRENERA. RERMBEEFE THIBRL T IZS,
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